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ABSTRACT
The European Genome-phenome Archive (EGA https://ega-archive.org/) is a resource for long term
secure archiving of all types of potentially identifiable genetic, phenotypic, and clinical data resulting from biomedical research projects. Its mission
is to foster hosted data reuse, enable reproducibility,
and accelerate biomedical and translational research
in line with the FAIR principles. Launched in 2008,
the EGA has grown quickly, currently archiving over
4,500 studies from nearly one thousand institutions.
The EGA operates a distributed data access model in
which requests are made to the data controller, not
to the EGA, therefore, the submitter keeps control on
who has access to the data and under which conditions. Given the size and value of data hosted, the
EGA is constantly improving its value chain, that is,
how the EGA can contribute to enhancing the value
of human health data by facilitating its submission,
discovery, access, and distribution, as well as leading the design and implementation of standards and
methods necessary to deliver the value chain. The
EGA has become a key GA4GH Driver Project, leading multiple development efforts and implementing
new standards and tools, and has been appointed as
an ELIXIR Core Data Resource.

GRAPHICAL ABSTRACT

INTRODUCTION
The European Genome-phenome Archive (EGA) is a resource for permanent secure archiving and sharing of all
types of potentially identifiable genetic, phenotypic, and
clinical data resulting from biomedical research projects (1).
This data is subject to participant consent agreements, so
sharing is restricted to bona fide researchers for specific research purposes. In recent years, governments world-wide
have enacted data privacy protection laws and regulations
to protect the rights of their citizens, further restricting how
personal data is shared (2). In this environment, services for
securely archiving and sharing sensitive human data for research are more important than ever. The EGA’s mission
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is to foster data reuse, enable reproducibility, and accelerate
biomedical and translational research in line with the FAIR
(Findable, Accessible, Interoperable, and Reusable) principles (3).
Since its launch in 2008, the EGA has experienced
rapid growth, archiving over 4500 studies comprising 6800
datasets made up of nearly 15 PB of sensitive human
data (Figure 1A–C). Studies archived in the EGA represent a variety of research fields (e.g. cancer, rare diseases,
infectious diseases, common/chronic diseases), data types
(e.g. genetic/genomic, phenotypic, clinical) and technologies (e.g. whole genome/exome sequencing, bulk and single
cell RNA sequencing, DNA methylation-sensitive sequencing) from researchers around the world (Figure 1D). Since
the inception of the Global Alliance for Genomics and
Health (GA4GH), the EGA has been a founding partner
and Driver Project, leading multiple workstream development efforts and piloting new standards and tools. To promote data discovery, the EGA co-leads the Beacon project
(https://beacon-project.io) that will allow for the browsing
of datasets that contain specific genomic information of interest. The EGA is also a core contributor to the GA4GH
Researcher Passport standard, which can be used to reliably authenticate a researcher’s digital identity and automate their access to a requested genomic dataset, and provided one of the first production level deployments.
To improve the FAIRness of human research data, EGA
services include data submission, discovery, and access to

the global research community (Supplementary Table S1).
For data submitters, the EGA offers a web-based Submitter Portal to guide users through the submission process, including assembling and validating metadata. Submitters are
provided stable, globally unique identifiers to enable reference of datasets in publications and across genomics infrastructures. The EGA provides search options for discovering
relevant datasets by keywords, data use conditions, variants,
and accessions. To allow data controllers to manage data
access permissions, the EGA offers a web-based portal and
an API. Finally, the EGA has greatly expanded its data access services including support for downloading specific genomic regions, real-time visualisation in a genome browser,
and more efficient file encryption approaches.
Data sharing and reuse is vital for advancing clinical
and genomics research. A notable example of EGA data
reusability is genotyping data from the UK Biobank, a
large-scale biomedical research resource of in-depth genetic
and health information (4). Released in 2017, this dataset
contains directly genotyped and imputed data for all 500
000 UK Biobank participants and has been downloaded
from the EGA by >600 researchers. Another example is the
Wellcome Trust Case Control Consortium study (5). This
study was released in 2007 and contains genome-wide casecontrol association data from over 5000 individuals to study
seven major diseases in the British population. The data
has been downloaded from the EGA by more than 2600 researchers and the study cited over 6000 times. Given the size
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Figure 1. Data archived at EGA between 2013–2021. Cumulative size of data (A), number of studies and datasets (B), and number of files (C) archived
and available for download from EGA per year. (D) Number of institutes per country that have archived data at the EGA.
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and value of data hosted at the EGA, it is important to consider how to improve the archive’s value chain––that is, how
the EGA can contribute to enhancing the value of human
health data by facilitating its submission, discovery, access,
and distribution, as well as leading the design and implementation of standards and methods necessary to deliver
the value chain (Figure 2). These aspects will be addressed
in this article.

DEPOSITING DATA AT THE EGA
The start of the EGA value chain is the deposition of data.
The submission process includes raw or processed data (or
both) and metadata. Data correspond to the set of files produced by researchers from an experiment or data analysis
and must be encrypted before submission using strong compression algorithms (e.g. AES256, Crypt4GH (6)). Metadata describe the data files and include information about
the study, the samples from which the data were generated,
and the process by which data were generated and analysed.
The EGA receives studies of different sizes and complexity which can make submitting metadata challenging. The
EGA offers a web-based, interactive Submitter Portal where
users can enter and organise metadata manually. For largescale or highly complex projects, the EGA provides an API
to submit programmatically. The metadata model is based
on the International Nucleotide Sequence Database Collaboration (7). The EGA actively contributes to developing
additional models, for example the GA4GH Phenopackets
standard (http://phenopackets.org/) for interoperable sharing of phenotype descriptions linked to disease, patient, and
genetic information.

The submission process requires the signature of the Data
Processing Agreement (DPA). The DPA states the conditions and responsibilities of data processing as well as the
relationship between the data controller (Data Access Committee, DAC) and the data processor (EGA) (Figure 2). By
signing this agreement, data controllers can ensure sensitive
data are being handled according to data protection regulations and with security protections in place to prevent unauthorised access.
DATA DISCOVERY AT THE EGA
The next step of the EGA value chain is providing users
ways to discover EGA data relevant to their specific research aims. The EGA website (www.ega-archive.org) is the
main entry point for data discovery, and in recent years this
and other EGA services have been updated with new features.
Discovery by publication
Scientific publications are a common way for researchers
to discover datasets that are relevant to their research. The
EGA website displays links to associated publications for
each study, enabling researchers to quickly find additional
information about the original study and subsequent studies that have reused the data. To date, the EGA links to over
3000 publications, many of which are provided by submitters during the submission process. Additionally, the EGA
continuously mines Europe PubMed Central (8) for EGA
study and dataset accessions and adds links to these publications on the EGA website.
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Figure 2. EGA facilitates the submission, discovery, access, and distribution of sensitive human data. A researcher submits controlled access human
genetic, phenotypic and clinical data to EGA after signing a Data Processing Agreement (1). EGA processes, archives, and releases the dataset to be
findable. Another researcher discovers data of interest at the EGA (2). They contact the Data Access Committee for the data of interest and agree to the
terms of data reuse by signing a Data Access Agreement (3). The Data Access Committee informs EGA that access is approved (4). The EGA grants access
to the requesting researcher (5) who can then download and visualise the data (6). GDPR: General Data Protection Regulation.
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Discovery by variants
The EGA Beacon API implements the GA4GH Beacon
standard (9) and enables querying for genomic variants in
datasets that have consented to be part of the EGA Beacon.
In this way, dataset with variants of interest can be discovered by researchers prior to them applying for approval to
access the entire dataset.

The EGA website enables discovery of datasets by searching public metadata in different ways including by free
text, controlled vocabularies, accessions, and other features (https://ega-archive.org/howtosearch). The search engine accounts for common spelling mistakes, capitalisation and most punctuation, and also suggests similar search
term combinations with a higher number of results to increase the usefulness of the search. Researchers can perform similar searches over public metadata programmatically using the EGA Metadata API (https://ega-archive.org/
metadata/how-to-use-the-api).
Discovery by data use ontology
Human subject datasets often have use conditions such as
‘only available for cancer use’ or ‘only available for the study
of pediatric diseases’ based on the original participant consent, which must be respected when sharing and studying
these datasets. Working with the GA4GH Data Use and
Researcher Identities workstream, the EGA has adopted
the Data Use Ontology (DUO) (10,11) to describe these
conditions using a standard vocabulary. DUO terms allow
data controllers to semantically tag datasets with usage conditions, allowing the datasets to be automatically discoverable based on authorisation level or intended use. DUO
terms are displayed on EGA dataset webpages and can be
searched for using the textual search functionality.
Discovery by data quality
High-quality data standards are essential to ensure the quality and credibility of archived data.
The File Quality Control (QC) Report service
(https://ega-archive.org/about/quality-control-reports)
was developed to provide generic quality control reports
for FASTQ, SAM/BAM/CRAM and VCF files deposited
at EGA. QC Report allows anonymous EGA website
users to view summary-level information regarding the
files within a specific dataset, such as quality of reads,
alignment quality, number and type of variants, and other
features. Researchers benefit from being able to assess the
quality of data prior to the data access decision, increasing
the reusability of data.

ACCESSING DATA AT THE EGA
Data access model
The next step in the value chain is providing data access to
approved requestors. Given the complexity, scale, and diversity of global submitters and studies (Figure 3), the EGA
operates a distributed data access model in which requests
are made to the data controller, not to the EGA. The data
controller comprises one or more individuals in a DAC that
reviews access requests and approves or rejects them based
on intended data use. Terms and conditions are specified in
a Data Access Agreement (DAA) that an individual agrees
to before being granted access. Such agreements include
data management and security policies, terms for publication or embargoes, and restrictions on data use or sharing.
Once a researcher has identified datasets of interest, they
contact the appropriate DAC to request access. If approved,
an EGA account is created for the data requester. EGA accounts are individual: if more than one person from a research group or consortium wants access, everyone must
be approved by the DAC. Sensitive human data resources
can contain hundreds or thousands of datasets, each with
its own controlling DAC and data use conditions. In fact,
the EGA manages datasets for over 1,500 different DACs.
By operating a distributed data access model, the EGA provides the infrastructure and services for secure data archive
and distribution so that DACs can focus their efforts on reviewing data access requests.
This model has been extremely beneficial to promote data
reuse: 624 of the studies deposited at the EGA have been
used in other studies at least once. The METABRIC microRNA landscape study (14), which identified miRNAs
that potentially play a role in breast cancer progression, has
been re-used 25 times, generating scientific progress and accumulating over 675 citations to date.

Discovery through linked resources
To broaden data discoverability, the EGA has established
links with other public resources. For example, EGA samples are accessioned by BioSamples (12) which stores information about biological samples used in research. Within
BioSamples, researchers can link samples from the same

Authentication and authorisation
Authentication and authorisation infrastructure (AAI)
management is key for operating the EGA. Authentication
is verifying the identity of a user, while authorisation is confirming a user has access rights to specific information. The
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Discovery by public metadata

study even if the data generated from those samples are
in different archives. By linking samples, researchers can
discover, for example, viral sequences archived at the European Nucleotide Archive (13) that have corresponding
host genomic data archived at the EGA. In response to
the COVID-19 pandemic, the European COVID-19 Data
Portal (https://www.covid19dataportal.org) was established
to accelerate COVID-19 research through data sharing.
COVID-19 and SARS-CoV-2 studies archived at the EGA
are indexed and displayed in the COVID-19 Data Portal,
providing an additional route by which EGA data can be
discovered by researchers. Finally, through daily synchronization with a metadata exchange server, the EGA provides summary information for and links to studies archived
at the database of Genotypes and Phenotypes (dbGaP,
https://www.ncbi.nlm.nih.gov/gap/). In this way, the EGA
serves as a global hub for discovery of human data under
access control.
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ability to manage and audit who has access to what data
is required for preventing malicious or accidental unauthorised data access. The EGA’s AAI implementation is compatible with the GA4GH AAI standard, ensuring that data
access can be managed interoperably with other GA4GH
AAI-compatible resources. Users can interact with multiple
services that EGA has built on top of the AAI. To access
sensitive metadata, a researcher signs in to the EGA website where their credentials are authenticated to verify their
identity. They navigate to a dataset of interest and request
download of the sensitive metadata, triggering the EGA to
validate their request against the permissions assigned to
their identity. If the researcher has permission to access the
dataset, the request is authorised and they can download
the metadata.
With the increasing number of data resources managing and analysing sensitive human data, two key needs
have arisen: users want one set of credentials for multiple resources, and resources need to manage user identities and permissions in an interoperable way. The EGA
has implemented solutions to address these needs. First,
the EGA supports linking of EGA user identities to identities issued by the ELIXIR (15) AAI service (16,17).
Once linked, ELIXIR credentials can be used with EGA
services. Second, the EGA supports interoperable identities and permissions by conforming to the GA4GH
Passports standard (https://github.com/ga4gh-duri/ga4ghduri.github.io/tree/master/researcher ids). A Passport is a
machine-readable digital identity that contains information
about what data someone is approved to access. A data requester can use the EGA Permissions API to retrieve a list
of datasets they have access to at the EGA, while a DAC can
use the API to add and remove permissions according to
their data use policy. An updated web-based portal is under
development as a service for DACs to manage permissions
for their EGA datasets.
Data distribution
Genomic and phenotypic datasets archived at the EGA can
be composed of a few files to hundreds of thousands of files
ranging in size from very small to quite large. Importantly,
these files must be encrypted at rest and during download

over secure channels to prevent unauthorised access. EGA
brings value to this process by offering users a diversity of
options based on their needs (Figure 4).
Large genomic data files pose challenges for researchers
who have limited space to store files or network bandwidth to download them. Research questions can often be
answered by looking at a specific region of the genome,
for example a gene locus or chromosome. The EGA collaborated with the GA4GH to develop the htsget secure streaming protocol (18) for enabling real-time random access by genomic coordinates for sequencing read
(e.g. CRAM) and variant (e.g. VCF) data. Specifying a
genomic region using htsget results in a smaller file that
can be downloaded more quickly. As an example, htsget was deployed in the RD-Connect Genome-Phenome
Analysis Platform (https://platform.rd-connect.eu/) to enable rare disease researchers to inspect supporting read
data in real-time through the Integrative Genomics Viewer
browser (19).
Previous methods for retrieving data from the EGA were
not parallelisable, required installing and running two tools
(one to download, one to decrypt), and were prone to interruptions when downloading large files over an unstable connection. A new tool, PyEGA3 (https://github.com/
EGA-archive/ega-download-client), offers enhanced features to support more efficient and robust data download.
Files are securely delivered unencrypted to a user’s local
environment, removing the need for a separate decryption
step. Download automatically restarts from where it left off,
avoiding the need to start from scratch if the connection is
interrupted, and users can specify the number of connections to enable parallel downloads. Finally, PyEGA3 implements htsget to support retrieval of specific genomic regions.
The EGA offers Filesystem in Userspace (FUSE)
layer software solutions to allow users access to EGA
files as transparently as if they were local files. The
EGA FUSE client (https://github.com/EGA-archive/egafuse-client), after authenticating a user, mounts a virtual
filesystem displaying all the files available to them. When
they want to access these files, the streaming API decodes
the byte stream and sends the data to the user over a secure
channel.
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Figure 3. EGA data distribution to approved researchers between 2011 and 2021. (A) Number of EGA data requester accounts created over time. (B)
Amount of data distributed to approved researchers over time.
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Further, the EGA is piloting the GA4GH Crypt4GH
standard (6) in which file decryption occurs on the client
side, reducing the stress on EGA servers. This approach enables researchers to inspect data files faster: specific parts of
a data file of interest are decrypted on-the-fly, without having to decrypt the whole file, and the information is available
in real-time.

DISCUSSION
We are seeing the emergence of many human data resources across the globe including national biobanks, disease specific portals, clinical variants, and genetic association resources. Interoperable standards between the EGA
and other human data repositories are instrumental to develop personalised medicine strategies. Active engagement
by the EGA with international standards bodies, for example the GA4GH, Biobanking and Biomolecular Resources
Research Infrastructure (20), and ELIXIR (15), is essential to further EGA interoperability. The EGA actively engages with GA4GH to develop and implement standards
in areas such as genomic data formats (e.g. CRAM), secure
streaming (e.g. htsget), and harmonisation of data access
standards (e.g. researcher IDs, AAI interoperability, phenotype exchange formats). The EGA has been appointed
an ELIXIR core data resource and partners with other
ELIXIR human data infrastructures (e.g. RD-Connect,

Dutch Center for Translational Molecular Medicine) to
provide implementations of GA4GH standards.
Molecular medicine is undergoing a paradigm shift as
advances in high throughput DNA sequencing technology
make it feasible to use genomics in clinical practice. The
mission of the EGA is to enable sharing of human genetic
data for research, acknowledging that in the future much
of this data is likely to come from healthcare. However, as
healthcare institutions are a national competence, data generated there is unlikely to be shared as freely as research
data. Many countries, in Europe and beyond, are trying
to address the interplay between using research generated
data for personalized medicine and using healthcare generated data for secondary analysis in research, thus creating a virtuous circle between healthcare and research.
Most of these countries are still in the planning, funding
or organizing phases and, consequently, many aspects are
still to be decided. It is clear, however, that all of them
plan for a federated model, where the data is not leaving the corresponding jurisdiction and the control about
who is accessing the data is kept locally. The EGA Strategic Committee started to plan for such a new scenario in
the context of the ELIXIR EXCELERATE project, back
in 2016. The EGA is currently transitioning from a centralised resource managed by EMBL-EBI (Hinxton, UK)
and CRG (Barcelona, ELIXIR Spain, with key support of
the Barcelona Supercomputing Centre) to a federated node
model. The Federated EGA is designed to support national
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Figure 4. The EGA offers a variety of secure data access and download services to meet user needs, many of which implement GA4GH standards. FUSE:
Filesystem in Userspace. AAI: Authentication and Authorization Infrastructure. OpenIDC: OpenID Connect, an open standard and decentralized authentication protocol.
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DATA AVAILABILITY
The European Genome-phenome Archive can be accessed
via: https://ega-archive.org/. Content is distributed under
the EMBL-EBI Terms of Use available at https://www.ebi.
ac.uk/about/terms-of-use and the CRG Terms of Use available at https://www.crg.eu/en/content/legal-notice-privacypolicy.
SUPPLEMENTARY DATA
Supplementary Data are available at NAR Online.
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